Protecting Personal Information



It is easy to share information online without
realising how much it can reveal about us.

Through these comics, discover what

personal information is, why it is important

to protect it, and how to make safer choices

online. .
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Inside this booklet:

e Protecting your personal information

e Choosing safe usernames

T

e Creating strong passwords and
keeping them safe
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Use See-Think-Wonder to encourage
your child to think about these situations
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What can we share safely?
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T wouldn't share my home
address if T were you, Wata.
Or details about my family.

https://yummybuddiesfreegift79.com/
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Set up your profile now!

Username: Wata the Cool
Address: 467 Waterwa_
School:

Family members:
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sharing is caring!

o Q And it's just stuff about
9 me... how dangerous can
l that be?
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Cybercriminals can use
personal information like your
address or full name to find

out where you live or who you
are - and use that to trick
or harm you or your family.




Can I at least .

post pictures

of my artwork? ’ 5

Q Or my favourite
© ) toys?

The internet is a great
place to share and
discuss your ideas!
Just be careful not

to reveal personal details
of your life.
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Stop that

right now! school badge!

Your profile picture is our]

How did you know it was

names!

us? We didn't leave our S0? There're hundreds of
students in our schooll
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Your usernames
had your real

names in them! It's Whoal We're changing
\\

nonhar'd to puThTwlo our profile pics and
and fwo together! usernames right now!

Make sure your online profile does not reveal

sensitive personal information. For example,
avoid user IDs that include your real name,

or profile pictures that show where you live
or study - you might be sharing more than

you realise! Keeping this information private

makes it harder for strangers or
cybercriminals to find out who you are or
where to find you in real life.




And remove your silly
comments from my work!

They're not helpful, or even
necessary! You might find it fun to
post comments online, but if you do
that without thinking, you might
hurt someone's feelings.
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You're right.
we'll be more
considerate
in future!
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strong is your password?

J

Argh! I'm trying to set up a
password, but the computer
says it's not strong enough.

T mean, what's wrong with
12345678 as a password?

A strong password is like a
complicated recipe. The more
different ingredients it has, the
harder it is for cybercriminals to
figure out.
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You could think of a | makes it hard to A special memory...like
special memory, and remember! when T learnt to ride a

create a longer bicycle when T was 5?
password based on )/

that!
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Super! To make it
even stronger, just
mix it up with some

New Password
[ learn2rideBIKE@5! )

How about
that?

capital letters and
symbols!

That's a strong Because you should only
share your password

passphrase! Now
you just have to with a trusted adult,
and no one elsel

change it!




Strong passwords prevent others
from getting into your accounts

without you knowing. Create a
strong password with upper case
letters, lower case letters,
numbers or symbols. And don't .\ ('f}
share it with anyone, except a AN
trusted adult!

After reading the comics, ask your child:

o What personal information should you never share
with strangers online, and why?

o What should you do if you think someone else knows
your password?

o Who can you talk to if you are unsure whether

something is safe to share?
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